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ABSTRACT: In this project, an adaptively dividable dual-port BiTCAM (unifying binary and ternary CAMs)
and Bloom filter is designed and area, power and accuracy is being compared. The dual-port BiTCAM is
realized with the dual-port AND-type match-line scheme which is composed of dual-port dynamic AND gates.
The dual-port designs reduce power consumption and increase storage efficiency due to shared storage spaces.
Bloom Filter algorithm is being executed for the advanced applications so that this two methods is being
compared and then executed. Network security for mobile devices is in high demand because of the increasing
virus count. Since mobile devices have limited CPU power, dedicated hardware is required, which will be yield
by our two techniques is essential to provide sufficient virus detection performance.

KEYWORDS: Ternary, Dual port, Virus, Unifying, CAM, Dynamic Power, Exactly Matching Engine, Bloom
Filter.

I. INTRODUCTION

Mobile malware is malicious software that targets mobile phones or wireless-enabled Personal digital assistants
(PDA), by causing the collapse of the system and loss or leakage of confidential information. As wireless
phones and PDA networks have become more and more common and have grown in complexity, it has become
increasingly difficult to ensure their safety and security against electronic attacks in the form of viruses or other
malware. Cell phone malware were initially demonstrated by Brazilian software engineer Marcos Velasco. He
created a virus that could be used by anyone in order to educate the public of the threat. The first known mobile
virus, "Timofonica", originated in Spain and was identified by antivirus labs in Russia and Finland in June 2000.
"Timofonica" sent SMS messages to GSM mobile phones that read (in Spanish) "Information for you:
Telefonica is fooling you." These messages were sent through the Internet SMS gate of the MoviStar mobile
operator. In June 2004, it was discovered that a company called Ojam had engineered an anti-piracy Trojan
virus in older versions of its mobile phone game, Mosquito. This virus sent SMS text messages to the company
without the user's knowledge. Although this malware was removed from the game's more recent versions, it still
exists in older, unlicensed versions, and these may still be distributed on file-sharing networks and free software
download web sites.

In July 2004, computer hobbyists released a proof-of-concept mobile virus Cabir that replicates and spreads
itself on Bluetooth wireless networks and infects mobile phones running the Symbian OS. In March 2005, it was
reported that a computer worm called Commwarrior-A had been infecting Symbian series 60 mobile phones.
This specific worm replicated itself through the phone's Multimedia Messaging Service (MMS), sending copies
of itself to other phone owners listed in the phone user's address book. Although the worm is not considered
harmful, experts agree that it heralded a new age of electronic attacks on maobile phones. In August 2010,
Kaspersky Lab reported a trojan designated Trojan-SMS, Android OS, Fake Player. This was the first malicious
program classified as a Trojan SMS that affects smartphones running on Google's Android operating system,
and which had already infected a number of mobile devices, sending SMS messages to premium rate numbers
without the owner's knowledge or consent, and accumulating huge bills.Currently, various antivirus software
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companies like Trend Micro, AVG, avast!, Comodo, Kaspersky Lab, PSafe, and Softwin are working to adapt
their programs to the mobile operating systems that are most at risk. Meanwhile, operating system developers
try to curb the spread of infections with quality control checks on software and content offered through their
digital application distribution Plat forms, such as Google Play or Apple's App Store. Recent studies however
show that mobile antivirus programs are ineffective due to the rapid evolution of mobile malware.
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Fig.1 virus detection processor

It includes two single-port TCAMs and two SRAMSs. One TCAM serves as the no-plane look-up table (or the
shift table) and the other as the yes-plane look-up table (or the signature table). Since tail “don’t care”
(represented as “X” hereafter) bits are unnecessary in reality, the prefix of the yes-plane will be aligned to the
left side of the TCAM array, and the TCAM entries in the yes-plane are sorted to form a triangle. Similarly, the
no-plane TCAM forms another symmetrical triangle. The no-plane is matched with the bits starting from the
LSB and that the yes-plane is matched with the MSBs. The ternary cells storing “X” not only waste hardware
cost but also waste energy. Our idea is to merge these two single-port TCAMs into a single rectangular dual-port
TCAM and concurrently match with the whole prefix. To achieve this goal we need a dual-port TCAM and two
SRAMs as shown in the right part of Fig. In order to reduce power consumption, we must be aware that a
TCAM macro consumes power mainly for three parts: the clock driver, match lines, and search lines. Due to the
advancement of match-line circuit techniques, the power consumption of both match-line circuit and clock
driver have been greatly reduced. According to the data published in the search time and the energy index
breakdown normalized at 1.2 V 0.1 m technology are shown. We find that the power consumption of search
lines occupies about 54%, 71%, and 82% of the total power consumption of the CAM de-signs respectively. To
reduce the power consumption for search lines, this study says that segmented search-line technique for the
TCAM macro in the application of IP address lookup. In the following, we will first describe the attributes of
TCAM for IP address lookup, and then describe the design of the segmented search-line circuitry. With a
division line inserted in the dual-port TCAM array to separate the no-plane entries and the yes-plane entries.
With the proposed dual-port TCAM, the ternary cells storing “X” terms can be minimized, and consequently
both the total memory capacity and the power consumption are reduced. However, the partition of two CAM
entries should not be fixed because the virus-detection application demands the flexibility of updating the
contents of the look-up tables. To satisfy this design requirement, the division line should be adaptively adjusted
according to different rule sets.

The ternary cells for storing those leading bytes can be replaced by binary cells for further area and power
reduction, since usually a binary cell is simpler than a ternary cell. Thus, it is named as a BiTCAM, since it
combines binary and ternary cells. We obtain some rules for constructing the CAM’s contents. 1) The data
width of the no-plane is at most 24 bits. 2) The data width of the yes plane is between 8 and 32 bits, and the bit
width of the binary data in the yes-plane is set to 8. 3) The number of entries in the no-plane is less than 2048.
Therefore, the total bit width of those entries not used by the no-plane can be fully used to store data of the yes-
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plane. 4) If the summation of the bit width of the yes-plane and that of the no-plane is larger than 32 for a
particular entry to be inserted into the CAM array, either the data for the yes- plane or that for the no-plane will
be cut short, depending on which solution cause less sacrifice in the filtering rate
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111. PROPOSED SYSTEM

A Bloom filter is a space-efficient data structure used to test whether an element exists in a given set. This
algorithm is composed of different hash functions and a long vector of bits. Initially, all bits are set to 0 at the
pre processing stage. To add an element, the Bloom filter hashes the element by these hash functions and gets
positions of its vector. The Bloom filter then sets the bits at these positions to 1. The value of a vector that only
contains an element is called the signature of an element. To check the membership of a particular element, the
Bloom filter hashes this element by the same hash functions at run time, and it also generates positions of the
vector.
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ALGORITHM FOR BLOOM FILTER

It describes a typical flow of pattern matching by Bloom filters. This algorithm fetches the prefix of a pattern
from the text and hashes it to generate a signature. Then, this algorithm checks whether the signature exists in
the bit vector. If the answer is yes, it shifts the search window to the right by one character for each comparison
and repeats the above step to filter out safe data until it finds a candidate position and launches exact-matching.
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Pseudo-code for hash function

For each signature:

i. Generate as many random numbers as the bits in the signature
ii. Left shift the signature to get to the specified bit

iii. AND each shifted signature with the random number

iv. XOR all the results of AND
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IV.EXPERIMENTAL RESULTS
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TABLE 1
PARAMETER EXISTING PROPOSED
AREA 7581um 6912um
POWER 25mw 19.7Mw

V. CONCLUSION

This paper proposed an adaptive Bloom Filter for a high-speed, low-power, Low area and low-cost virus-
detection processor in mobile devices. The proposed Bloom Filter algorithm reduces the transistor count and
provides savings in power consumption compared to the Dual port BITCAM. The design of the adjustable
division line provides high flexibility for updating virus databases.
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